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VY 30ipHUKY BMIILIEHO TE€3H JIOMOBIi/IEH Y4aCHUKIB KOH(pe-
peHIil 3a TakuMHU HamNpsAMaMHU: TEOPETHKO-METOJOJIOTIUHI
3acall EKOHOMIYHOIO 3pOCTaHHs; IHCTUTYLIHHO-IIPaBOBI
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CEKTOPOM; COLiaJIbHO-CKOHOMIYHI Ta EKOJIOTTYHI aCHeKTH
PO3BUTKY CYCILILCTBA Ta HAI[IOHATBHOI CKOHOMIKH.

VAK [340.12:330.101:342.734](477)

Mamepianu opyxkyromscs 3a piuieHHAM OpeKomMimemy KOHpepeHyii, BUKIaeHi
8 Aa8MOPCHKIU pedaxyii 3 He3HAYHUMU KOPEKMOPCOKUMU NPABKAMU.
Bionogioanvnicms 3a mounicms nooanux gaxmis, yumam, yugp i npizeuty Hecyms
aemopu. Enexmponna konis 30ipHuxa 6e30n1amuo po3miuyemscs y 8iOKpUmomy 0ocmyni
Ha catimi XapKiecbKo2o HAYIOHAIbHO20 YHIBEpCUMEMY 6HYMPIUHIX CNpas
(http://www.univd.edu.ua) y po30ini «Hayxa», cmopinka « Kongepenyii, ceminapu ma
Kpyeni cmoauy), a maxooic y penozumapii XHYBC (http://dspace.univd.edu.ua/xmlui

© XapkiBCbKUIl HaLlIOHATBHUI YHIBEPCUTET
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Ponb yugposoi de3nexu 6 3adezneyenHni cmadinbHOCMI OIATbHOCHI NIONPUEMCING
3a1i3HUYHO20 MPAHCROPMY

Ha cvocouacnomy emani coyianbHo-eKOHOMIYHO20 POZBUMKY MONCHA KOHCMA-
mysamu mMacumaoHe ma aKkmueHe NOUUPEeHHS YUPDPOBUX MEXHONO02I K Y dHcummi
oKpemoi ocobucmocmi ma cycniibcmed, max i OisHec-cecmenmax. 3ani3HUYHA 2AlY3b
5K 0OUH 13 KIIHOUOBUX THHPACMPYKMYPHUX CEKMOPI8 MAKONC Ni00AEMbCs NOCHYNOBOMY
oyugpysanHio OizHec-npoyecie UIAXoM aKmuBHO20 8NPOBAONCEHHS ABMOMAMU0BAHUX
cucmem ynpaeninua pyxom, GPS-nasicayii, enekmpornHux Keumkis, gioeocnocmepe-
HCEHHA Ma AHATMUKY OAHUX. [JOCTIONHCEHO KIOY08I Kibep3azpo3u, 3 AKUMU CIUKAIOMbCS
cyb’ekmu 3ani3HUYHOL 2anysi, i OKpecleHo NpuHyunu 3abe3nedeHHs ix Yu@pposoi
be3neku. 3anponoHO8aHO BUKOPUCMAHHA KOMNIEKCHO20 Ni0X00y 00 3a0e3nedeHHs
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yugposoi be3nexu NIONPUEMCME 3ANI3HUYHO20 MPAHCHOPMY, WO IPYHMYEMbCA HA
inmeepayii xouyenyii Zero Trust Architecture ma yugposoco MmoHimopuHey
IHpacmpykmypu 3ani3HUYHO20 MPAHCHOPM).

In the 21st century, digital technologies are the basis of a modern lifestyle,
penetrating all spheres of human activity: from personal communication, online
banking to business and state management. Thus, business entities actively use cloud
technologies, CRM systems, e-commerce. Education increasingly relies on online
platforms, virtual laboratories and artificial intelligence. Telemedicine, electronic
medical records, robotic surgeries are actively being implemented in the medical
field. The banking sector uses digital wallets and blockchain solutions. The transport
sector, including rail transport, is no less digitized, thanks to the active use of modern
digital technologies, such as automated traffic management systems, GPS navigation,
electronic tickets, video surveillance and data analytics. These solutions allow you to
optimize traffic schedules, increase passenger safety, reduce maintenance costs and
provide a more comfortable service. In particular, intelligent systems for monitoring
the condition of tracks and rolling stock allow you to detect malfunctions before they
become critical. Passengers can buy tickets online, track train arrivals in real time,
and receive notifications about schedule changes. Artificial intelligence and machine
learning implement passenger flow forecasting capabilities, which helps to optimally
plan routes and allocate resources. Thanks to such changes, rail transport becomes
not only more efficient, but also more adaptive to the needs of modern society.
However, as in other areas, digitalization exacerbates cybersecurity issues, expanding
the digital space and the number of points of vulnerability. Each new device
connected to the network can become a potential target for cybercriminals. The
increase in the amount of data stored and transmitted creates risks of information
leakage, attacks on infrastructure, and privacy violations. At the same time, it should
be taken into account that cyberattacks on transport infrastructure can have more
serious consequences than in other areas, leading to disruptions in the movement of
vehicles and posing a threat to the lives of passengers.

In addition to direct cyberattacks (viruses, Trojans, ransomware, DDoS attacks
that paralyze the operation of sites and services, hacking of servers, databases, and
accounts), it is also worth mentioning the threat of data leakage. Given the growing
value of personal and corporate data, which today act as a strategic resource, they are
increasingly becoming the object of cyberthreats through unintentional or intentional
disclosure of confidential information, insufficient protection of cloud storage or
internal systems, loss of devices with unencrypted data, and social engineering. Other
cyberthreats include manipulations to gain access to systems through the human
factor, phishing (fake emails or sites that force the user to reveal passwords), vishing
(voice fraud), and smishing (SMS fraud). The last sufficiently large-scale cyberattack
on the services of JSC “Ukrzaliznytsia” took place on March 27, 2025, when the
cargo and passenger online platforms stopped working. While the latter were restored
quite quickly, it took much more time to ensure the full operation of cargo online
services, during which documents for the transportation of goods were issued in
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paper form [1]. The above allows us to conclude that digital transformation requires a
strategic approach that involves not only the introduction of new technologies, but
also their safe use. Therefore, in the context of digital challenges, it is important to
pay attention to studying the concept and tools of digital security of railway transport
enterprises.

Given the growing complexity of cyber threats and the scale of their
consequences and the evolution of digital technologies, proactive, multi-layered and
adaptive protection models are increasingly being used.

An interesting and promising approach to digital security at railway transport
enterprises may be the Zero Trust Architecture concept discussed above in
combination with digital monitoring of critical infrastructure facilities. Since it is this
approach that will allow taking into account the specifics of railway transport,
namely: the extensiveness of systems, the mobility of facilities, high requirements for
continuity of work and counteraction to modern cyber threats. Such an approach can
be implemented in the railway industry by identifying users and devices through
multi-factor authentication, segmenting the network by dividing it into isolated zones
(for example, traffic management systems, ticketing services, internal document
flow), access control based on role distribution (each employee has access only to the
necessary functions), monitoring and analyzing behavior through the detection of
anomalies in real time.

Taking into account the fact that railway transport enterprises have many
physical objects (locomotives, stations, depots) that may be vulnerable to attacks
through IoT devices, SCADA systems, it is necessary to strengthen the system for
countering cyber threats by digital monitoring of critical objects. This can be
practically implemented by installing digital sensors with a secure data transmission
channel, using AI/ML to predict incidents (network overload or unauthorized access
attempts), integrating with the CERT-UA unit of the State Special Communications
Service for a prompt response to cyber incidents. Also, blockchain technologies can
be used to protect logistics data, and backup digital platforms for traffic management
in the event of an attack. To form and develop a culture of digital security, it is
advisable to introduce gamification of cybersecurity training for employees.

Therefore, today digital security plays a key role in ensuring the stable
development of railway transport enterprises, contributing to the protection of critical
information systems, the continuity of operational processes, reducing the risks of
cyber threats and increasing trust from customers and partners. Its effective provision
allows enterprises to adapt to the challenges of digital transformation, implement
innovative management technologies, and maintain competitiveness in a dynamic
economic environment.
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